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Dams Sector Partnership Framework

o Critical Infrastructure Partnership Advisory Council

> Dams Sector operates under the Critical Infrastructure Partnership
Advisory Council (CIPAC) framework, which facilitates effective
coordination between Federal infrastructure protection programs
and infrastructure protection activities of State, local, tribal,
territorial governments, and the private sector.

> CIPAC provides a forum that allows government and private sector
partners to engage in a broad spectrum of activities to support and
coordinate critical infrastructure and key resources (CIKR)
protection and resilience.

> CIPAC framework is exempt from Federal Advisory Committee Act
requirements of having meetings be accessible to the public.

> CIPAC framework consists of a Sector Coordinating Council (SCC)
and Government Coordinating Council (GCC).



Dams Sector Partnership Framework
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Dams Sector Partnership Framework

e Dams SCC

> Serves as the private sector interface with the Federal government
on issues related to the security of dams, locks, and levees.

> Primary purpose is to determine the nature of risks posed against
sector assets so that appropriate and timely information as well as
mitigation strategies can be provided to the entities responsible for
the operation and protection of those assets.

> Also serves as the principal asset owner interface with other CIKR
sectors as well as with the Department of Homeland Security (DHS),
Federal Energy Regulatory Commission, other government
agencies, and the GCC.



Dams Sector Coordinating Council

Allegheny Energy

Ameren Services Company
American Electric Power
AVISTA Utilities

Chelan Public Utility District
Consumers Energy
Dominion Resources

Duke Energy

Exelon Corporation
Hydro-Quebec [+l

New York City Department of
Environmental Protection

New York Power Authority
Ontario Power Generation [Jsjj
Pacific Gas & Electric Company
PPL Corporation

SCC Chair: Consumers Energy

Progress Energy

SCANA Corporation
Seattle City Light

Southern California Edison

South Carolina Public Service
(Santee-Cooper)

Southern Company Generation
Xcel Energy Corporation

Trade Associations:

Association of State Dam Safety Officials

Colorado River Energy Distributors
Association

National Hydropower Association
National Mining Association

National Water Resources Association
U.S. Society on Dams



Dams Sector Partnership Framework

e Dams GCC

> Serves as the government counterpart and partner to the SCC to
plan, implement, and execute sector-wide security programs for
sector assets.

> Comprised of Federal agency owners/operators and State and
Federal regulators, as well as other government stakeholders.

> Primary activities include:
- Identifying issues that require public-private coordination and
communication.

- Bringing together diverse Federal and State interests to identify and
develop collaborative strategies that advance critical infrastructure
protection and resilience.

- Assessing needs and gaps in plans, programs, policies, procedures, and
strategies.

> DHS Office of Infrastructure Protection (IP) serves as the Dams
Sector-Specific Agency (SSA).



Dams Government Coordinating Council

Bonneville Power Administration
Bureau of Reclamation
Department of Energy

DHS Office of Infrastructure
Protection

DHS Science & Technology

Environmental Protection Agency
Federal Emergency Management
Agency (FEMA)

Federal Energy Regulatory
Commission

International Boundary & Water
Commission

Mine Safety and Health
Administration

GCC Chair: DHS/IP

Natural Resources Conservation Service

National Weather Service

Tennessee Valley Authority
* U.S. Army Corps of Engineers
* U.S. Coast Guard

State Dam Safety Offices:

e California
* Colorado

* Nebraska

* New Jersey

* North Carolina
* Ohio

* Pennsylvania
* Washington




Levee Coordinating Councils

* Levee Sub-Sector Coordinating
Council

>
>

American Society of Civil Engineers
Association of State Floodplain
Managers

FM Global

Los Angeles County Department of
Public Works

Louisiana State Police, Levee District
Metropolitan Water District of Southern
California

National Association of Flood and
Stormwater Management Agencies
(NAFSMA)

Reclamation District 1000

Southeast Louisiana Flood Protection
Authority

South Florida Water Management
District

South La Foursche Levee District
U.S. Society on Dams

LSCC Chair: NAFSMA

* | evee Sub-Sector Government
Coordinating Council

>

YV V V

CA Department of Water Resources

DHS Office of Infrastructure Protection
Federal Emergency Management Agency
Natural Resources Conservation Service
International Boundary and Water
Commission

U.S. Army Corps of Engineers (USACE)

LGCC Chair: USACE




State Dam Security Panel

Established in 2008 as a forum for State dam safety representatives to
discuss relevant issues related to security and protection of State-
regulated Dams Sector assets.

Panel activities include:
> Developing and conducting technical training and workshops.

> Identifying the most relevant security-related concerns from the State-level
perspective.

> Leading the organization of the Annual National Forum on Dam Security.

Members:
- N lm rd .

» California The 3 Annual National Dam
T Security Forum will be

» Colorado SEE e L ) conducted in conjunction with

> Nebraska Dam Safety '10 (September

N ] 19-23, 2010, at the Washington

> New Jersey State Convention & Trade

» North Carolina Center, in Seattle, WA).

> Ohio

> Pennsylvania

» Washington
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Dams Sector Information-Sharing Environment

« Dams Sector developed standard operating procedures for
nominating, validating, and vetting new members to the sector’s

Information-Sharing Environment (ISE).

e Dams Sector ISE: Trusted and vetted sector stakeholders who
share information in order to enhance the sector’s overall

security and resilience.

> ISE Member:
Entity recognized as part of the Dams

Sector ISE.

> ISE Member Representative:
Trusted Agents and Associates from a
Dams Sector ISE member
company/agency.
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Dams Sector Information-Sharing Environment

« Companies/agencies recognized as members of the Dams GCC
and SCC constitute core members of the Dams Sector ISE.

> Currently 23 GCC /28 SCC members

 Additional companies/agencies may join the Dams Sector ISE
with sponsorship from a current member.

- ~

Dams Sector ISE

[GCC/SCC (ISWG)]v«...:_

SsA& |,
Exec Sec |
{ Dams Sector / )

Entity A proe

(ISE Member) *
o Dams Sector
Sponsor s Entity B

(Non ISE Member)

_____________ - Requestor
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Dams Sector Information-Sharing Environment

e Level of Individual Participation within the ISE:

> Trusted Agent - Level I: Primary representative for a Dams
Sector ISE member.

- Authority to sponsor other Trusted Agents and Associates

- Contributor access to the Homeland Security Information
Network-Critical Sectors (HSIN-CS) Dams Portal

- Receives alerts and notifications during an incident

> Trusted Agent - Level Il: Secondary representative(s) for a
Dams Sector ISE member.

- Authority to sponsor other Associates
- Contributor access to HSIN-CS Dams Portal
- Receives alerts and notifications during an incident

> Associate: Individuals who are part of the Dams Sector ISE,

but are not designated as senior-level officials representing a
Dams Sector ISE member.

- Ready-only access to HSIN-CS Dams Portal
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Homeland Security Information Network

« DHS has established an information-sharing network that allows
sector partners to collect and disseminate information among
Federal, State, local agencies, and the private sector.

« HSIN-CS is an internet-based system that provides situational
awareness and facilitates information-sharing and collaboration

with homeland security partners.

Homeland Security Information Network

Welcome to HSIN

Your exis ting HSIN Username
and Password remain unc




Homeland Security Information Network

« HSIN is an important aspect of the Dams Sector ISE, as it
provides a forum for Dams Sector ISE members to access
sensitive but unclassified information relevant to a number of

sector issues.

« Managed by the Dams
SSA; provides members
of the Dams Sector ISE an
effective Web-based tool
with multiple capabilities
and information-sharing
components.

e Portal includes:
> Communities of Interest
> Reference Library
> Open Source Reports
> Patriot Reports

> Suspicious Activity
Reports

> Training Modules

HSIN-DS

CSihome  [IIY D65 Doumend Mghlghty  Duly O8I Crber boburmnaiion  Uuer Inormuatins Comectl
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Homeland Security Information Network

Communities of Interest

> Facilitate interaction among members of the Dams Sector who are
working on similar activities and initiatives.

> Dams Sector Workgroups

— Information Sharing

— Programs and Metrics

— Research and Development

— Security Education

— Top Screen
> Exercises

— 2010 Dams Sector Exercise Series
— 2009 Dams Sector Exercise Series

> Training
— Dams Sector Web-based training modules
— Webinars
— Additional online training opportunities
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Homeland Security Information Network

 Reference Library

> Provides Dams Sector ISE members access to various documents
developed by the sector.

» Contains documents such as:

— Dams Dams Sector
] Security Awarenes
e Security Awareness Handbook Guide Dams Sector

A Guide for Owners and Operators

Security Awareness
Handbook

Dams Sector

- LeveeS Waterside Barriers Guide

* Protective Measures Handbook
e Crisis Management Handbook
» Sector-Specific Plan

e Sector Annual Report

e Security Awareness Guide =

« Physical Security Measures for Levees Brochure &S
e Security Awareness for Levee Owners Brochure
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Homeland Security Information Network

Open Source Reports

> Sector-wide summary of events that have taken place during a one
month span, domestically and internationally.

> Structured to provide information that have an impact on an
international and national scale, along with regions including:
North Atlantic; Southeast; North Central; South Central; Mountain;

West: and Northwest.

Department of Homeland Security

Dams Sector
Open Source Digest
March, 2009

> Information found using open source data.

> Report provides original sources for
further reference, should readers decide to
obtain full articles.

> Strictly for situational awareness; no
analysis is conducted within the report or in
the processing of open source information.
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Homeland Security Information Network

e Patriot Reports

> Created by the DHS IP National
Infrastructure Coordinating
Center (NICC).

> Detail events or activities that are

deemed suspicious as reported
by members of the CIKR ISE
community, and are disseminated
to various government agencies
for further analysis by law
enforcement and intelligence
communities.

> Due to the report’s sensitivity, a
redacted Patriot Report is also
provided by the NICC to allow for
further dissemination to members
of the Dams Sector.

UCLASSIFIEDFOR OFFICIAL USE ONLY

Patriot Report
Subject Susphchous Activity at a Port in WA
HNOoC Ngmber: (8505

NICC Rep- FEDACTED
Eeference NEC £: 404253

Guardian Incident Mg : 126144
Date & Tipge: 04,750 ,/08 2045 FDT

Comtact Information: US Company!, Security Officer

Summary:
i 30 Aprril 2009 at about 1445 PDT a helicopter was observed making several passes
aver the lerminal bacated in WA,

Lifvi ; o
The MICC confacied US Person #12 who provided the following information: The
helicopier made up o fifteen passes of the same area and an individual was observed
taking photos throwgh the window. The tvpe of camera was anknown. US Person ¢
contacted the port secunity and kamed port socurity did not have recard of a scheduled
iy over. US Person #1 stated they are ina flight path between fwo ainports and it is not
wrnissual for atroralt o make one pass over the facility.

A review of open source revealed a helicopter with the reporied tadl mumber of
(FEDACTED) is registored to US Person #2% The search also revealed S Person #2
maybs the owner of US Company #M which has soveral belicopters of this size and
make. & local airpert is located about sixieen miles northwest of the erminal

L8 Connymey setive infimmation witthe)
718 Fernon semmitvs infommation withhak]
7 Ferson nemmitios indomnation withbsek]
LR gy semetive infimmadion witthel]

Paga lofl

UNCLASSIFIEDY/FOF OFFICIAL USE ONLY

Thbs it it s 4 Bl i, B Tla g wad fieematig I in. Bk b iba e st s latly, bl dhadd b bt ed Daa
............ .

Pt awta 45 ok b 1l e, st W I a1 Wb
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Homeland Security Information Network

e Suspicious Activity Reports

> Information sourced from owners/operators or others observing
anomalous activities that, under the circumstances, may be
construed as pre-operational preparatory/surveillance, operational
activities exploring or targeting a facility or system, or any possible
violation of law or regulation that could compromise a facility or
system in a manner that could cause an incident jeopardizing life
or property.

> Suspicious Activity Reports folder contains a reporting template
that members of the Dams Sector ISE may use to facilitate

reporting. e s

| Wome Documents and Liste Create Site Settings. Logout 1
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Web-Based Training Modules

o Series of online independent study

ffemim. feme.gov/1S8 70/DCHD 102000.hem

(IS) training modules developed by O ——— =

the Security Education Workgroup: -

1S-570 - Dams Sector: Crisis Management Overview b=

Lesson 2: Risk Management and the Dams Sector (= oo for = ]

> . Definition of Risk
= al I l S e C 0 r . r I S I S Rigk is defined 3s a function of the nature and magnitude of a threat, the vulnerabilities to that threat,

and the consequences that could result.

Management

> 1S-871 Dams Sector: Security I
Awareness — —

Lesson 3: Crisis Management Programs: Plans

nd Threat)

Developing Emergency Action Plans

> 1S-872 Dams Sector: Protective S et o

= Must coordinate with those agencies having emergency management
responsibilities at the State, tribal, and local levels.

= Ensure that the emergency action plan conforms to any applicable
State or Federal requirements. Emergency management agencies use
the informpsiassineseemozeocnsnansussisnnlnssosiaa o .
"MPIEMENE:| (§) COURSE: 15-870 - Dams Sector: Crisis Management Overview Course - Mazilla Firefox BE <)

hisp: femims.fema, gov/1S870/0CM0 105000 htm.

» 1S-870 available through FEMA ©

15870 - Dams Sector: Crisis Management Overview e e ——

Click on Nex |} Lesson 4: Crisis Management Programs: Exercises

Emergency Management Institute. e

Effective exercises are an essential element of the
preparedness cycle. Exercises:

= Raise the general awareness of potential crisis situations.
= Ensure that key staff members are familiar with the plans

. and understand their roles and expected actions.
® = Halp identify shortcomings in the plans, leading to possible
— — improvements.

FEMA publication 64, Faderal Guidelines for Dam Safety:
Emergency Action Planning for Dam Owners, emphasizes that

Click on Next to continue.

The Ereparwness Cyete Butkds Capaorines




For Additional Information:
damsportal@dhs.gov
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